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State Models For Internetworking Technologies

S P Maj', G Murphy?, G Kohli®

Abstract - New, diagrammatic state models of a switch and
router were designed. The router state model can be used
for all the main Interior Gateway Protocols — distance
vector (RIP, IGRP), link state (OSPF) and balanced
hybrid. (EIGRP). Preliminary work indicates that it also
supports an Exterior Gateway Protocol (BGP). The switch
state model can be used for both basic and advanced switch
operation (STP, VTP and VLANS). Both router and switch
models employ modularity hence both these models
provide a basic model whose functionality can be enhanced
by the inclusion of additional state tables. Furthermore
these models are diagrammatic, self-documenting and easy
to use. They employ leveling and hence provide
hierarchical top down decomposition thereby controlling
technical detail. These models were used as the pedagogical
foundation of network curriculum and the results
evaluated. It was found that these models very significantly
improved student learning.

Index Terms — Modeling, Routers, Switches, State Machine.

INTRODUCTION

There are wide ranges of equally valid approaches to teaching
networking. According to Kurose [1], ‘Among the approaches
towards networking curricula, one finds the more quantitative
(electrical engineering) style of teaching networking versus a
more software/algorithmic (computer science) approach, the
more “hands-on” laboratory based approach versus the more
traditional in-class lecture based approach; the bottom-up
approach towards the subject matter versus a top-down
approach.” Based on a market analysis of employer
expectations this university elected to implement a vendor-
based, “hands-on” approach to curriculum [2]. It should be
noted that vendor-based education has both strengths and
weaknesses; critics and advocates [3].

Accordingly the Cisco Network Academy Program
(CNAP) was introduced. The CNAP provides not only vendor
specific curriculum and certification (Cisco Certified
Networking Associate (CCNA) and Cisco Certified
Networking Professional (CCNP)) but also low cost equipment
(hubs, switches, and routers). The CNAP is based upon an
educational web site that cost US$25 million to develop and an
extensive repertoire of Cisco sponsored textbooks.

Two main problems were found with the CNAP
curriculum.  Firstly, this curriculum primarily teaches
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internetworking device (routers and switches) functionality
using the command line interface (CLI) in conjunction with
various software diagnostic tools such as the Cisco Discovery
Protocol, PING, TRACE, IP ROUTE and also Telnet. The CLI
allows the user to determine and modify the status of the
various components of a router such as routing table entries,
Address Resolution Protocol (ARP) table entries, interface
status etc. However, the hierarchical CLI commands may
require considerable technical expertise. Furthermore the
status information of the many different device tables,
interfaces etc must typically be obtained by a number of
different CLI commands. This may be problematic during the
teaching process when it is necessary to integrate all of this
information from a number of different CLI commands. It
should be noted however that for experienced network
engineers the CLI is a very powerful and useful tool.

Secondly, it was found that the CNAP on-line curriculum
did not provide a coherent, diagrammatic, conceptual model of
internetworking devices. Hence a large selection of Cisco
sponsored textbooks and also non-Cisco textbooks were
analyzed. It was found that internetworking devices are
considered as ‘black boxes’ by introductory Cisco endorsed
textbooks [4], [5], [6], [7] and introductory non Cisco endorsed
textbooks [8], [9], [10], [11], [12]. The search was extended to
Cisco endorsed switching books [13], [14], [15], [16] and non-
Cisco endorsed switching books [17], [18]; Cisco endorsed
textbooks on routing [19], [20], [21] and non Cisco books on
Routing [22], [23], [24], [25]; remote access books [26], [27]]
and finally both general [28], [29] and specialized books on
networking [30] - all with the same result. It should be noted
that Cisco use finite states to explain neighbor acquisition in
BGP, route acquisition in EIGRP and also neighbor and route
acquisition in OSPF. However this is not integrated with router
management at the CLI interface.

There exist a number of network tools used for the
management of large populations of devices. Such tools
consolidate and automate common management tasks such as
software distribution, change and audit, authorization, device
inventory etc.  Certainly the software management tools
analyzed offered a comprehensive, modular approach to
network management but do not provide an integrated,
diagrammatic model of devices.

There exist a number of different modeling methods that
have been used to teach networking that include: OPNET [31],
CLICK [20], NsClick [32] etc. However none of those
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investigated integrates internetwork device status into a single
hierarchical model.

Arguably what is needed is a simple, diagrammatic model
that controls the technical complexity associated with the CLI
and can be used as the pedagogical foundation of network
technology curriculum. To assist in the development of such a
model education theory was analyzed.

EDUCATIONAL THEORY

According to Constructivism, the dominant educational theory,
students construct knowledge rather than merely receive and
store knowledge transmitted by the teacher [33]. Von
Glasersfeld states, “ knowledge cannot simply be
transferred by means of words. Verbally explaining a problem
does not lead to understanding, unless the concepts the listener
has associated with the linguistic components of the
explanation are compatible with those the explainer has in
mind. Hence it is essential that the teacher have an adequate
model of the conceptual network within which the student
assimilates what he or she is being told. Without such a model
as a basis, teaching is likely to remain a hit-or-miss affair.”
[34]. A conceptual model of a router and a switch should
therefore allow the student to assimilate concepts. For such a
model to be the pedagogical basis of networking curriculum it
must also be valid for different levels of complexity thereby
supporting not only introductory but also more advanced
concepts. Different modeling methods were used to describe
internetworking device operation and evaluated for their
potential effectiveness as teaching tools.

MODELING METHODS

There exist a wide range of modeling methods each with its
own strengths and weakness. Modeling characteristics
considered of particular importance in this application are:
diagrammatic, ease of use, ability to control detail by means of
hierarchical top down decomposition and also the integration
of the status of the different components of a router.
According to Cooling [35], there are two main types of
diagram: high level and low level. High-level diagrams are
task oriented and show the overall system structure with its
major sub-units. Such diagrams describe the overall function
of the design and interactions between both the sub-systems
and the environment. The main emphasis is ‘what does the
system do’ and the resultant design is therefore task oriented.
By contrast, low-level diagrams are solution oriented and must
be able to handle considerable detail. With low-level diagrams
the main emphasis, applicable to this application, is ‘how does
the system work’.  Furthermore, according to Cooling,
methods must be: ‘Formal (that is, there are defined rules that
must be obeyed); Visible (no implicit information); Expressive
(easy to state what we mean); Understandable (making
communication simpler) and Easy to Use (an obvious need, yet
frequently ignored).” Internetworking devices were modeled
using a number modeling techniques and the results evaluated.
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The techniques evaluated included: object-oriented modeling
[36], function-oriented modeling i.e. Data Flow Diagrams
[37], Process Specification [38], Jackson System Development
[39, 40], Specification and Description Language [41],
Structured Analysis and Design [42] and Design Approach for
Real-Time Systems [43]. Most of these methods could capture
information flow, and device behavior but it was difficult to
relate the model results to the data extracted from the CLI.

A state-oriented approach was also attempted. According
to Peters [44], ‘In a state-oriented approach to specifying the
behavior of software, an entity is modeled as a state machine.
The behavior of an entity is described in terms of the passage
of the entity through different states. The state of a software
system is defined in terms of the value of the available
information about the system at a particular instant in time.’
Furthermore, ‘State-oriented specifications include variables
that change each time a state change occurs.” The standard
approach to this type of specification is the finite-state
machine. A finite-state machine can be defined mathematically
and also employs a graphical notation. The FSM is one
technique used for modeling communication protocols.
According to Halsall [45], “The three most common methods
for specifying a communication protocol are state transition
diagrams, extended event-state tables and high-level
structured programs.” He further states, ‘Irrespective of the
specification method, we model a protocol as a finite state
machine or automaton. This means that the protocol — or,
more accurately, the protocol entity — can be in just one a
finite number of defined states at any instant. For example, it
might be idle waiting for a message to send or waiting to
receive and acknowledgment.” A communication protocol can
therefore be modeled as a protocol entity that can exist in one
of a number of defined states. Internetworking devices
implement a number of communication protocols. Accordingly
state  modeling was used as the basis of modeling
internetworking devices — switches and routers.

STATE VARIABLE MODELS — ROUTER AND SWITCH

A router is an OSI layer 3 device. Accordingly it implements
layer 3, layer 2 and layer 1 protocols. Interface status is
typically determined by the CLI command ‘Show interface’ on
the Router Command Line Interface (Figure 1). This output
may be simplified to consider only selected state information
from this CLI output i.e. ‘FastEthernet e0/1 is up, line
protocol is up.” The OSI physical layer line status, of for
example the Ethernet interface (E0/1), is triggered by a carrier
detect signal. Hence, the Layer 1 Physical connectivity state is
either up or down. The line protocol on EO/1, triggered by
keepalive frames, is an OSI data link layer function. The Layer
2 Data Link Layer connectivity state can also be considered
either up or down. The other key Layer 2 information is the
Media Access Control (MAC) address. Key Layer 3
information is the IP address and subnet mask of EQ/1. All this
can be represented on a single router diagram (Figure 2).
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Device#show interface fastethernet 0/1
FastEthernet0/1 is up, line protocolis up
Hardware is Fast Ethernet, address is 000c.30df.81c1 (bia 000c.30df.81c1)
MTU 1500 bytes, BW 100000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA,loopback notset
Keepalive set (10 sec)
Auto-duplex, Auto-speed
input flow-controlis off, output flow-controlis off
ARP type: ARPA, ARP Timeout 04:00:00
Lastinput 23:41:43, output 23:41:30, output hang never
Lastclearing of "show interface” counters never
Input queue: 0/75/0/0 (size/m ax/drops/flushes); Total outputdrops: 0
Queueing strategy: fifo
Outputqueue :0/40 (size/max)
5 minute inputrate 0 bits/sec, 0 packets/sec
5minute outputrate 0 bits/sec, 0 packets/sec
536 packets input, 72501 bytes, 0 no buffer
Received 276 broadcasts, 0 runts, 0 giants, 0 throttles
0inputerrors, 0 CRC,0 frame, 0 overrun, 0 ignored
0 watchdog, 164 multicast, 0 pause input
0inputpackets with dribble condition detected
3005 packets output, 212679 bytes, O underruns
Ooutputerrors, 0 collisions, 2 interface resets
0babbles, 0 late collision, 0 deferred
0lostcarrier, 0 no carrier, 0 PAUSE output
0Ooutputbuffer failures, 0 outputbuffers swapped out

FIGURE 1
CLI SHOW INTERFACE OUTPUT

Consider the layer 3 Address Resolution Protocol (ARP).

Router
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FIGURE 2
ROUTER STATE VARIABLE MODEL (RIP)

This protocol, or protocol entity, can exist in one of a three
defined states — free, pending or resolved. In the free state the
time-to-live entry has expired; the pending state means a
request for an IP entry has been sent but no reply received and
the resolved state means the physical (MAC) to logical (IP)
mapping is complete. Each state has a state variable — Null, IP
address and MAC address. All this information may be
represented in an ARP State Variables Diagram (Figure 3).
This diagram may be incorporated into a diagrammatic
representation of a router (Figure 2). This information may be
obtained by the CLI command ‘show arp’. Similarly the state
information for the routing protocol RIP may also be
represented in a single table and incorporated the same
diagram (Figure 2). For the sake of clarity the diagram only
represent one interface (Fast Ethernet 0/1). It is possible to
modify the diagrams to include multiple Ethernet interfaces
and also interfaces employing different technologies such e.g.
Serial point to point using HDLC.
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ARP ARP ARP .
State Transitions State Variables State Variables Diagrams
ARP
State P MAC
address address
\—> Free Null Free | Null Null
ARP
v State P MAC
address
. IP, NU” address
Pending Pending | 192.168.1.1 | Null
ARP
State P MAC
address address
Resolved 1P, MAC
Resolved 192.168.1.1 AAA.BBB

FIGURE 3
STATE TRANSITIONS, VARIABLES AND DIAGRAMS (ARP)

Similarly a state diagram has been designed for a switch
(Figure 4). Using this single diagram it is possible to describe
the state information and hence operation of both basic and
advanced switch operation — Spanning Tree Protocol (STP),
Virtual Local Area Networks (VLANSs) and VLAN Trunking
Protocol (VTP). As a layer 2 device no protocols are
implemented in the upper layers 4 to 7. Again for the sake of
clarity the diagram only represents one interface (Fast Ethernet
0/1). It is possible to modify the diagrams to include multiple
Ethernet interfaces.

A state diagram has also been designed for a PC. A PC
implements all 7 OSI layers however particular attention was
paid to the lower 3 layers which interact with internetworking
devices. Hence a PC state diagram has an interface table (IP
address, Subnet mask and Gateway IP and an ARP table.

Using the state diagrams for the internetworking devices
switch and router it is possible to capture on a single diagram
the information from a number of different hierarchical CLI
commands. Furthermore the diagrams can be used to represent
state information that may not be explicitly provided by the
CLI e.g. ARP states free, pending and resolved. The diagrams
also include the OSI and TCP/IP layers. It is therefore possible
to clearly see which protocols operate in which layer.
Arguably these state diagrams are: visible, expressive,
understandable and easy to use hence of value in supporting
student learning. Accordingly the diagrams were evaluated as
a teaching tool.

PEDAGOGICAL EVALUATION

The state models of a switch and router were used as the
pedagogical foundation of two postgraduate units in network
technology and the results evaluated. The results indicated a
significant educational benefit [46]. It was found that,
‘Postgraduate students, whose learning was based upon the
state models, demonstrated a comprehension of devices
comparable to a qualified and experienced expert in this field.
Furthermore these students performed significantly better than
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other students both within the same and a different institution.
Postgraduate students are arguably more mature and are
likely to have better study skills than undergraduate students.
However one group of postgraduate students had completed
only 24 hours of instruction in contrast to CCNP students who
had successfully completed the CCNA (96 hours of instruction)
and an additional semester of CCNP material (at least 96
hours of instruction).” Further work is needed but this very
positive result leads to the further development of these
models.

Shitch: Gl
TP a Inplenertation
Application | Layer7 | No
Application | Layer6 | No
Appliction | Layer5 | No
Transpot | Layerd | No
Intemetwork | Layer3 | No
Netwark Layer2 - —
Dotk gdge Riaity | MAC Saus WLANLMAC
/0 | 000c.30d.81c0 | ROOT
BRODCE
Interface | Line MAC Type WAN | Root peth | Satus
Protocol address oost
E V3] Dynenic
Network Layer I
Access Physica | | Interface | Linestatus
Bl |
FIGURE 4

SWITCH STATE VARIABLE MODEL

ADVANCED STATE VARIABLE MODELS

The models were further developed in two ways. Firstly they
were used to describe more advanced routing protocols.
Secondly, in order to control even greater technical complexity
diagram leveling was used. Leveling is the process of
partitioning (or structuring) a complex system into a number of
independent but linked units or modules of desirable size so
that the system may be more easily understood. The highest
level (level 0) module is a single diagram that describes the
entire system. Subsequent diagrams are expansions of this
level 0 diagram and numbered accordingly. Furthermore, all
the diagrams must be linked thereby allowing navigation
between them. Leveling is essential for controlling complexity
in a hierarchical manner i.e. Information hiding.

All the main Interior Gateway Protocols — distance vector
(Interior Gateway Routing Protocol - IGRP), link state (Open
Shortest Path First - OSPF) and balanced hybrid (Enhanced
Interior Gateway Routing Protocol - EIGRP) were analyzed to
obtain the most essential routing state information and
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represent it on one or more tables. These tables were
incorporated into a single state diagram for each protocol i.e.
level O state diagrams. For example, the level 0 state diagram
for the routing protocol EIGRP consists of the RIP state
diagram with two additional tables — the topology and
neighbor tables (Figure 5).

Topolagy table
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state | P MAC
address | address
Null Neighbour table

Free | Null

[Process 1o T Neighbour address [ Handle [ roldtime |
[

Interface 1P address SNM

E0iL

o2 | [retece tmer T iAc saaress |

[e T I |

rotocol (riggered by keep alive frames)

Layer 1:

Physical | Intertace

| Line status (triggered by Carrier detect signal I

| T |

FIGURE 5 EIGRP

The neighbor table lists adjacent routers and associated details.
The topology table includes route entries for all destinations
that the router has learned including information about
successor, feasible distance etc. Similarly a single, level 0,
diagram was produced for IGRP (Figure 6) and OSPF.

FIGURE 6 IGRP

It was also possible to design a level O state diagram for Hot
Standby Routing Protocol (HSRP) (Figure 7).
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FIGURE 7 HSRP

Border Gateway Protocol (BGP) is a complex Exterior
Gateway Protocol. However it was possible to design a single,
level O state diagram for this protocol (Figure 8).
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FIGURE 8 BGP

Significantly the diagrams are modular hence it is possible to
employ the same basic router configuration used for the
routing protocol RIP and then add state tables specific to more
complex routing protocols.

There are a large number of switching technologies that
include: Fast switching, Autonomous switching, Optimal
switching, distributed switching, Cisco Express Forwarding
(CEF), Netflow switching, Tag Switching etc. Preliminary
work suggests that is it possible to design a single, level 0 state
diagram for two Multi-layer Switching (MLS) and Cisco
Express Forwarding (CEF).

For most of these protocols it was possible to further
design one or more subsequent diagrams at different levels e.g.
level 1, level 2 etc. Different level diagrams are connected by
hyperlinks allowing the user to move up or down the different
levels of complexity. By example, the level 0 switch state
diagram in OSI layer 2 has three tables — Interface, Bridge and
VLAN. It is possible, using a hyperlink to display the level 1
diagram that shows Bridge Protocol Data Unit (BPDU) details
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and associated port states (Blocking, Forwarding, Listening or
Learning).

All experimental work was conducted on Cisco equipment
— 2620XM and 2621XM routers; Catalyst 2950 and Catalyst
3550 switches. Further work needs to be conducted on
different platforms to confirm that the diagrams are platform
independent and hence portable. Preliminary investigations
suggest this to be the case.

CONCLUSIONS

New, diagrammatic state models of a switch and router were
developed and successfully used as the pedagogical foundation
of a practical, ‘hands-on’ curriculum in networking. It was
found that they significantly improved student learning.
Further more extensive evaluation is needed but the very
positive results encouraged subsequent development of the
models. The models are diagrammatic, self-documenting and
easy to use. Using the models it is relatively easy to understand
the purpose and structure of the devices. The models include
implementation details, derived from CLI commands, hence it
is possible to verify and validate device operation. The
modular nature of these diagrammatic models allows the user
to appreciate the interaction between the different protocols
operating on a device. Furthermore the modularity allows one
to have a basic model (e.g. a router running the RIP routing
protocol) whose functionality can be enhanced by the inclusion
of additional state tables. Hence the router state model can be
used for all the main Interior Gateway Protocols — distance
vector (RIP, IGRP), link state (OSPF) and balanced hybrid.
(EIGRP). It can also model Hot Standby Routing Protocol
(HSRP). Preliminary work indicates that it also supports an
Exterior Gateway Protocol (BGP). The switch state model can
be used for both basic and advanced switch operation (STP,
VTP and VLANSs). Both models employ leveling and hence
provide hierarchical top down decomposition thereby
controlling technical detail. In effect, the diagrams integrate
leveled diagrams with protocol finite state machines and the
output of internetworking CLI command output. Preliminary
results indicate that the models are platform independent and
hence portable between different vendor devices. However
further work is needed.
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